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(b) RF-DNA examples acquired from ten di�erent types of RFID tags

Fig. 1: Illustration of RF-DNA. The RF-DNA is a helical chain containing millions of DNA, each of which is a pair of I and Q components of a tag’s intrinsic

response when it is challenged at some frequency. (a) shows the structure of RF-DNA. An arbitrary cross-section of the RF-DNA is an I/Q constellation

diagram representing the tag’s intrinsic response at a frequency; (b) shows examples of (undersampled) RF-DNA acquired from ten di�erent types of tags

(M1∼M10), exhibiting remarkably di�erent spatial structures.

Abstract
Physical-layer identi�cation aims to identify wireless devices dur-

ing RF communication by exploiting the imperfections of their radio

circuitry, i.e., hardware �ngerprint. Previous work proposed several

hardware �ngerprints for RFIDs (e.g., TIE, ABD, PSD, etc). However,

these proposed �ngerprints su�er from either unscalability or ac-

quisition ine�ciency. This work presents RF-DNA, a new hardware

�ngerprint composed of millions of Dual Natural Attributes (DNA)

organized in a helical structure, where a pair of DNA represents a

tag’s intrinsic response at some frequency. We take advantage of

the frequency agnostic phenomenon that a commercial RFID tag

can respond within a wider band than the regulated, to acquire 10×
more features than previous �ngerprints. At the heart of this work

are the context-free acquisition approach to extracting DNA from

backscatter signals; and the accurate DNA matching algorithm for

verifying a tag’s identity. A total of 160,000 RF-DNA instances were
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collected from 16,000 tags using a customized automatic acquisition

system. We subsequently carried out large-scale experiments to test

the identi�cation accuracy of RF-DNA and previously proposed �n-

gerprints. Our comprehensive evaluation reveals that RF-DNA can

achieve a mean accuracy of 95.98%. In contrast, those of previous

�ngerprints fall to 60% below when in face of thousands of tags.
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1 Introduction
Radio Frequency IDenti�cation (RFID) tags are becoming increas-

ingly key components of the Internet of Things (IoT) and are widely

adopted in many systems such as electronic passports, mobile pay-

ment, and supply chain systems. According to the report from
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Table 1: Comparisons to the state-of-the-art

Solution Fingerprint(s) Comp.1 Scale(#)2 Accuracy3 Time

ETH[8] TIE+ABP Ant.+IC 50 98.7%→ 26.08% 20ms

Geneprint[9] ExTIE+PSD Ant.+IC 150 99.68%→ 56.08% 20ms

TagPrint[10] Phase Ant. 2,000 80.39%→ 24.93% 20ms

Eingerp.[12] PT IC 200 91.60%→ 77.80% 60s

Ours RF-DNA Ant.+IC 16,000 95.98% 20ms

1
Comp. indicates which components (antenna and/or IC) a�ect the �ngerprint

2
Scale means how many tags were tested in the related work.

3 𝑝1 → 𝑝2 : 𝑝1 is the accuracy originally reported by the related work and 𝑝2 is

the accuracy of the solution re-evaluated using our large-scale tag set.

IDTechEx [1], 17.5 billion RFID tags are sold in 2018. The security

of RFIDs attracts much attention from the industry and academia. A

large number of security protocols were proposed for RFID authen-

tication [2–4], key management [5], and privacy preservation [6].

However, these protocols are rarely used in practice because the

extremely limited power of RFID tags cannot meet their intensive

computation demands.

Physical layer identi�cation (PLI) is the process of �ngerprinting

the analog circuitry of a device by analyzing the device’s wireless

communication at the physical layer to identify a wireless device or

a group of wireless devices [7]. PLI is based on the insight that the

circuitry imperfections introduced during the manufacturing pro-

cessing which a�ect the transmitted RF signals. PLI is tamper-proof,

measurable, and needless of extra computations. All these merits

highly �t the security demand of RFID system. For example, PLI is a

very e�ective way to counteract cloning and spoo�ng attacks. It can

be used in many applications that require a high level of security

like valuable assets management and user identi�cation. However,

PLI was rarely studied in the �eld of RFID [8–10], amongwhich a de-

tailed comparison summary is presented in Table 1 (see §2 for more

details). The typical work [8] employs backscatter link frequency

(BLF) (equivalent to time interval error, TIE) as �ngerprint, which

is derived from the clock drifts of tags. However, this �ngerprint

is distinguishable only on a very small scale (i.e., dozens of RFID

tags) because the EPCglobal GEN 2 protocol [11] already regulates

such hardware discrepancy. Speci�cally, the protocol speci�es that

the BLFs of tags are only allowed to vary within 21.24 (±10.62%)
Hz on average (refer to Table 6.9 of [11]). Non-conforming tags are

not allowed to sell on the market. The work [8] only analyzed TIEs

over 50 di�erent tags, resulting in a mean accuracy of 71.4%. This

drawback that the hardware imperfection is constrained in a small

range by communication protocols is also observed in other previ-

ously proposed �ngerprints. Thus, regardless of distinguishability

or scalability, the previously proposed �ngerprints are completely

unsatis�ed in face of billions of deployed RFIDs.

Can we identify a large number of RFID tags in the physical layer?
Answering this question requires us to explore an entirely new type

of scalable �ngerprint for RFID systems. We found that the previ-

ously proposed �ngerprints are exploited at in-band frequencies

that the related agencies assign to an RFID system, i.e., 902-928MHz

in the US. The recent work [13, 14] discovered the frequency agnos-

tic phenomenon that today’s commercial RFID tags can backscatter

the incoming RF signal in the 300 MHz bandwidth from 800-1100

MHz, which is around 10× larger than the speci�ed ISM band. This

results from the reality that tags are designed �at across regions

and countries (e.g., 902-928 MHz in USA, 865-868 MHz in China) to

support the worldwide logistics [15]. This phenomenon inspires us

to exploit a �ngerprint, which is present not only at in-band fre-

quencies but also at out-of-band frequencies. Actually, tags behave

more freely, diversely and unexpectedly in out-of-band frequencies

since no regulations are de�ned there.

In this work, we present RF-DNA, an RFID �ngerprint composed

of millions of Dual Natural Attributes (DNA) organized in a helical

structure. Fig. 1 illustrates the basic idea of RF-DNA. Speci�cally, we
collect a tag’s intrinsic response caused by the hardware imperfection
at some frequency as the DNA.

1
The intrinsic response is a complex

exponential number (i.e., 𝑎𝑒J𝜃 ), which can be further decomposed

into the I and Q components (i.e., I = 𝑎 cos𝜃 and Q = 𝑎 sin𝜃 ) based

on the Euler formula. Thus, a DNA is a pair consisted of the 𝐼 (𝑓 )
and 𝑄 (𝑓 ) components at frequency 𝑓 . By traversing the whole

300 MHz responsive bandwidth, a chain of DNA called RF-DNA

is obtained, including one million pairs of DNAs (which is in the

same order of magnitude as an escherichia coli’s biological DNA).

The value space of RF-DNA is up to 0.1 trillion in theory given that

the physical-layer signals are represented using 10 bits in the IQ

channels, which is su�cient to uniquely distinguish each single

deployed RFID tag around the world.

Utilizing RF-DNA for physical-layer identi�cation involved two

main challenges. First, when viewing a tag as an equivalent RLC

circuit, its response to an input signal at some frequency is called in-
trinsic response, which carries the invariant caused by the circuitry

imperfections. However, separating the intrinsic response from a

tag’s context-aware backscatter signals is quite challenging. To deal

with this issue, a context-free DNA pro�ling algorithm is proposed

to eliminate the in�uence from the surrounding re�ections, the

reader con�guration, and the modulated data in §5. Second, the
RF-DNA instances acquired on the spot is actually an ‘imperfect’

invariant of the one stored in the DNA database because it may be

confused with DNA mutations due to the instantaneous interfer-

ence, multiple-e�ect, or signal loss. As a result, the simple Euclidean

distance based matching algorithm fails to compute the similarity of

two RF-DNA instances. Therefore, a two-phase matching algorithm

powered by deep neural network (DNN) was resorted to addressing

the challenges in §6.
Contributions. We developed an automatic acquisition system

and used it to acquire 160,000 RF-DNA instances from 1,600 COTS

tags with ten di�erent models. Our comprehensive evaluation re-

veals that RF-DNA can be used to classify tags based on their models

with 98.4% accuracy and to identify individual tags with 95.98%

accuracy. In summary, the following contributions are made: We

�rst introduce the out-of-band backscatter response as a powerful

hardware �ngerprint for the physical-layer identi�cation of RFID

tags. Second, we develop a novel context-free pro�ling algorithm to

acquire RF-DNA from tags in real-world environments. Third, we

take advantage of deep neural networks to tackle the imperfections

of RF-DNA caused by the acquisition settings and fully exploit the

hidden information of RF-DNA. Finally, we successfully extend the

capability of physical layer identi�cation to tens of thousands of

tags for the �rst time.

2 Related Work
Physical-layer identi�cation or �ngerprint has been investigated on

several hardware platforms [7]. However, only a small percentage

1
A metaphor to the biological DNA in form.
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of existing studies have explored the physical-layer identi�cations

of RFID tags although they have been investigated for years [8–

10, 16–22]. Related works have discovered various types of hard-

ware imperfections as �ngerprints: (F1) the time interval error (TIE)

caused by the clock drift of tags relative to an ideal clock [8, 18],

(F2) the extended TIE (ExTIE) de�ned as the correlation of two tags’

RF preambles (equivalent to the correlation of two TIEs) [9], (F3)
the average baseband power (ABP) de�ned as the average power of

the baseband signal per cycle [8, 18], (F4) the minimum activating

power (MAP) used to power up a tag at a distance [19], (F5) phase
shift (Phase) caused by the diversity [10], (F6) the power spectrum
density (PSD) de�ned as the power distribution in the frequency

domain [9], and (F7) the persistence time (PT) de�ned as the dis-

charging time of a tag takes after losing power [12]. We list the

recent works in Table 1 for comparison. Di�erent from F1-F7, a

new �ngerprint called RF-DNA is proposed herein. The di�erences

lie in two main aspects. First, RF-DNA depends on the characteris-

tics of both antenna and IC imperfections. By contrast, F7 is only

on the IC imperfection. Second, past �ngerprints were previously

tested on a considerably small scale (50-2,000 tags). When being

re-evaluated over a large-scaled testing set including 16,000 tags,

their accuracy drops signi�cantly, as indicated by our report in §8.
Eingerprint seems attractive for its 77.8% accuracy. However, the

information entropy for the Eingerprint is very limited and thus

Eingerprint can only work with a small number of tags. In addition,

taking persistence time as �ngerprints is bound to be less time-

e�cient for tag running out of power. Unfortunately, its application

takes nearly one minute to acquire from a single tag [12], which

is thus more time-consuming than RF-based �ngerprints adopted

in practice. RF-DNA not only enlarges the information entropy

of �ngerprints for large-scale identi�cation but also reduces the

identi�cation time. Regardless of the accuracy and e�ciency, our

solution shows distinct advantages.

Our work is also related to the frequency agnostic phenomenon

of RFID tags [13, 14, 23]. RFind �rst reported this phenomenon and

utilized it to improve the RFID localization [13]. Turbotrack [23]

used wideband OFDM backscattering for high accurate robot local-

ization. RFEats [24] further explored the food and liquid sensing

applications by using such a wideband frequency response. TiFi

uses this feature to achieve cross-frequency communication with

Wi-Fi devices [14]. By contrast, we take advantage of this phe-

nomenon to explore a new type of RFID �ngerprint rather than

localization or communication. Besides works in the RFID area,

prior works are using out-of-band frequency response for authenti-

cating other IoT devices [25, 26]. For example, [25] identi�es the

ZigBee devices by analyzing their out-of-band harmonic emission.

However, since the harmonics is limited in band and can not fully

explore the hardware di�erences, it can not achieve an acceptable

accuracy in real-world environments. In comparison, RF-DNA’s
dual-frequency design can comprehensively analyze the frequency

response di�erences and push the accuracy to an adequate level.

3 Background
In this section, we introduce the background of RFID and further

explore the rationale behind RF-DNA.

Switch

Power 
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Fig. 2: Internal Structure of an RFID Tag

3.1 Tag Architecture
A battery-free RFID tag consists of three key components, namely,

an antenna, a matching network, and an integrated circuit (IC).

The tag harvests the over-the-air continuous wave (CW) to power

up the IC and modulates data by re�ecting the incoming CW. The

antenna and the IC are bridged by the matching network. Fig. 2(a)

shows a simpli�ed internal architecture of the tag, where the switch

is controlled by the logic, resulting in two states.

• Non-re�ective. When the switch is o�, the incoming signal �ows

into IC, enabling the tag to harvest power. In this state, the tag is

absorptive and non-re�ective.

• Re�ective. When the switch is on, the antenna is connected to the

ground rather than to IC, enabling the tag to re�ect the incoming

signal, thus it is re�ective.

A tag modulates the bit zero and bit one by switching in the above

two states. As studied in [13], the matching between the IC and the

antenna is not perfect in practice. The tag does not switch in the two

states as perfectly re�ective or perfectly absorptive. Instead, it might

switch in intermediate states (i.e., more-re�ective or less-re�ective).

The property results in the frequency agnostic phenomenon that

the tag can backscatter not only at in-band frequencies but also at

out-of-band frequencies.

3.2 Frequency Response Function
Each transistor acts as a frequency-dependent unique load due to

its intrinsic imperfections [27], making two arbitrary tags distin-

guishable. There are more than 400,000 transistors in a tag’s IC

as reported in [28]. We treat them as a whole and stimulate them

using a wireless exciting signal. Thus, hardware discrepancy among

di�erent tags can be exactly observed in the re�ected signal. Mathe-

matically, a tag can be simpli�ed as an equivalent serial RLC circuit

as shown in Fig. 2(b). The IC is reduced to a resistance connected

in series with a capacitance. The antenna inductance 𝐿ant and the

IC capacitance 𝐿IC together form a resonant circuit. Suppose the

tag is stimulated with a single-tone signal at the frequency 𝑓 . Then,

the response 𝑍 is expressed as follows:

𝑍 (𝑓 ) = (𝑅ant + 𝑅
IC
) + J(2𝜋 𝑓 𝐿ant +

1

2𝜋 𝑓𝐶
IC

) (1)

where J denotes the imaginary unit. Clearly, the resonant frequency

is determined by the antenna inductance and IC resistance and ca-

pacitance, in which any tiny di�erence will cause a totally di�erent

response. As a result, a tag behaves as a frequency response function
(FRF). Being challenged at a frequency 𝑓 , FRF outputs an intrinsic

response 𝑍 (𝑓 ). Next, let us analyze the characteristics of FRF in

two bands.

In-band FRF. Each wireless communication system is designed

to operate at prede�ned frequencies (aka in-band frequencies). The
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Fig. 3: Frequency Response Function. The operating spectrum assigned

to RFID systems in China, Europe and USA are highlighted in blue, red and

green respectively.

majority of UHF RFID standards adopt primarily three bands, 902-

928 MHz (USA/China), 865-868 MHz (Europe) and 840-845 (China).

The wireless terminals for the inter-communication must perform

consistently to establish a wireless channel. The hardware imper-

fection may violate such consistency. To address this issue, all air

protocols restrict severely the hardware discrepancy to vary within

a small tolerable range. For example, Gen2 [11] speci�es that the

frequency variance of re�ected signals from a tag must be less than

±10.62% Hz of the desired BLF. In consideration of this rule, tag

manufactures must design a special matching circuitry to smooth

the hardware discrepancy. Therefore, although the hardware im-

perfection is present at in-band frequencies, it is strictly under

control. Hence, the previously proposed �ngerprints extracted at in-
band frequencies (e.g., [8–10]) cannot distinguish a large number of
tags.

Out-of-band FRF. An ideal wireless system should not respond

to any out-of-band request signal to avoid interference with other

types of devices. Thus, out-of-band response should be suppressed

severely inside wireless systems. However, many past works [13,

14] reported that a commercial RFID tag actually responds in a

10× wider bandwidth than the regulated band. The absence of

out-of-band response suppression inside RFID tags is reasonable,

because it not only saves cost (which is important for ten-cent

devices) but also helps accommodate di�erent regulations across

countries and regions for world-wide logistics. Nevertheless, the

matching circuitry for smoothing hardware discrepancy targets

in-band frequencies only. Consequently, the FRF at out-of-band

frequency is beyond the scope of regulation and thus more facilitate

to �ngerprint tags.

Veri�cation. The discussion so far assumes that the hardware

discrepancy is more evident at out-of-band frequencies than the in-

band frequencies. To verify the above hypothesis, we measure the

in-band and out-band FPF of three Impinj Monza 4 tags [29] in the

same environmental setting. In the experiment, we transmit a single-

tone CW at 926 MHz to query each tag. Simultaneously, a chirp

signal is swept from 800MHz to 1100 MHz to acquire the FRF of the

tag. The amplitude of the response (i.e., |𝑍 |) was plotted in Fig. 3.

The three primary bands were highlighted. It can be seen that the

in-band response is more consistent than the out-of-band response.

The datasheet suggests that the tag’s IC impedance is 1000Ω | |2.48pF
and the best-�t antenna impedance at 915 MHz is 4.9| | 𝑗70Ω [29].

We substituted these parameters into Eqn. 1 and emulated the FRF

with and without 10% variation in 𝑅IC. The theoretical results also

con�rmed our hypothesis.

4 Overview
4.1 Problem De�nition
We use the output of FRF 𝑍 (𝑓 ), i.e., the intrinsic response caused
by the hardware imperfection, as our �ngerprint. This complex

number 𝑍 (𝑓 ) can be extended by the Euler’s formula as follows:

𝑍 (𝑓 ) = 𝑎 (𝑓 )𝑒J𝜃 (𝑓 ) = 𝑎 (𝑓 ) cos(𝜃 (𝑓 ))︸              ︷︷              ︸
I(𝑓 )

+J𝑎 (𝑓 ) sin(𝜃 (𝑓 ))︸              ︷︷              ︸
Q(𝑓 )

(2)

where 𝑎(𝑓 ) is the amplitude and the 𝜃 (𝑓 ) is the phase. The compo-

nents of I(𝑓 ) andQ(𝑓 ) are the real and imaginary parts, respectively.

We use these two dual natural attributes (DNA) as our hardware
�ngerprint.

Definition 1 (DNA). A tag’s DNA is a pair including the I and
the Q components of the intrinsic response at the frequency 𝑓 , namely,
DNA(f)=Z(f)=(I(f),Q(f)).

The DNA is represented at the frequency domain, hence irrelevant

to time-varying parameters. By acquiring the DNAs in the entire

responsive band including the in-band and out-of-band frequencies,

a DNA chain can be obtained, called RF-DNA, which is de�ned as

follows:

Definition 2 (RF-DNA). An RF-DNA is a 1D single helical chain
containing a million pairs of DNAs acquired across the frequency
band in which the tag can respond.

Fig. 1 shows the structure and some examples of RF-DNA.The

cross-section of an RF-DNA is actually an I/Q constellation dia-

gram, which shows the intrinsic response (i.e., DNA) of the tag

at the frequency. RF-DNA is sometimes called a DNA chain for

convenience. The size of a DNA chain is equal to 300 MHz divided

by the resolution, which is de�ned as the sweeping step in a unit of

Hz. For example, given a 1 Hz resolution, our DNA chain contains

300 million pairs of DNAs. Note that the chains plotted in Fig. 1 are

undersampled to avoid oversized pdf. Let 𝜆 denote an RF-DNA. It

is formally expressed as below:

𝜆 = {𝑍 (𝑓1), 𝑍 (𝑓2), · · · , 𝑍 (𝑓𝐾 ) } (3)

where 𝐾 is the size of an RF-DNA.

4.2 Solution
To �ngerprint a tag, at a high level we go through the following two

issues: (1) DNA Pro�ling: We �rstly propose a context-free DNA

pro�ling approach to separate RF-DNA from the backscatter signals

as well as the environmental re�ections in §5. (2) DNA Matching:
Given a DNA database storing pre-acquired DNA sequences of all

tags of interest, we introduce a two-phase matching algorithm to

�nd out the tag from the database by its DNA sequence acquired on

the spot in §6. Next, we elaborate the two issues in the subsequent

sections.

5 DNA Pro�ling
In biology, DNA pro�ling (aka DNA �ngerprinting) is a technique

by which individuals can be identi�ed and compared via their

respective DNA pro�les. Similarly, we introduce how to pro�le

RF-DNA from individual tags in this section.
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Fig. 4: Signal Model in an RFID system

5.1 Signal Model in an RFID System
Fig. 4 shows the signal model in an RFID system consisted of a

reader and a tag. Speci�cally, the reader transmits a single-tone

CW, denoted by 𝑋 (𝑓 ), at the frequency 𝑓 . Hence, this signal is

re�ected by the tag and �nally received by the reader. The received

signal is denoted by 𝑌 (𝑓 ). Since the tag has two states, namely,

re�ective and non-re�ective states, the received signal also has two

modalities as follows.

•Modality 1 (Non-re�ective): The CW is not re�ected by the

tag when a bit zero is modulated. This modality of the received

signal is denoted by 𝑌0 (𝑓 ):
𝑌0 (𝑓 ) = 𝑋 (𝑓 )𝑍tx (𝑓 )

(
𝐻
leak

(𝑓 ) +𝐻env (𝑓 )
)
𝑍rx (𝑓 ) (4)

Here, we use 𝑍 (·) and 𝐻 (·) to denote an intrinsic response of a

wireless component and a channel model, respectively. For example,

𝑍tx (𝑓 ) and 𝑍rx (𝑓 ) represent the intrinsic responses caused by the

transmitter and the receiver of the reader. The 𝐻
leak

represents the

channel model of the leakage link propagated from the transmitter

to the receiver directly. The CW is also re�ected from surrounding

obstacles such as the ceiling, walls, and so on. We model these

re�ections as a single combined signal and use a virtual channel

model denoted by 𝐻env (𝑓 ) to describe this link. Since the tag is in

a non-re�ective state, 𝑌0 (𝑓 ) does not contain the intrinsic response

of the tag.

• Modality 2 (Re�ective): The CW is re�ected by the tag

when a bit one is modulated. This modality of the received signal

is denoted by 𝑌1 (𝑓 ):
𝑌1 (𝑓 ) =𝑋 (𝑓 )𝑍tx (𝑓 ) (𝐻leak

(𝑓 ) +𝐻env (𝑓 )) 𝑍rx (𝑓 )
+𝑋 (𝑓 )𝑍tx (𝑓 )𝐻up (𝑓 )𝑍tag (𝑓 )𝐻down

(𝑓 )𝑍rx (𝑓 )
=𝑌0 (𝑓 ) +𝑋 (𝑓 )𝑍tx (𝑓 )𝐻up (𝑓 )𝑍tag (𝑓 )𝐻down

(𝑓 )𝑍rx (𝑓 )
(5)

where 𝐻up (𝑓 ) and 𝐻down
(𝑓 ) represent the channel models of the

uplink (transmitter → tag) and the downlink (tag → receiver),

respectively. The 𝑍tag (𝑓 ) is the intrinsic response caused by the

tag’s hardware imperfection. Compared with the �rst modality,

the received signal contains an additional term including intrinsic

response that we are interested in. Suppose the environment keeps

still in a short window, the received leaked signal and surrounding

signal remain unchanged. The 𝑌1 (𝑓 ) can be simpli�ed by using

𝑌0 (𝑓 ).

5.2 Context-free DNA Extraction
Clearly, the DNA is derived from 𝑍tag (𝑓 ) but the received backscat-
ter signal is context-sensitive, namely, it contains other undesired

variables dependent on the reader con�guration and the environ-

ment. Thus, our task becomes to separate 𝑍tag (𝑓 ) from 𝑌1 (𝑓 ). To
do so, we propose a context-free extraction algorithm as follows:

First, we subtract the non-re�ective signal from the re�ective sig-

nal to eliminate the leaked signal and the environmental re�ections

as below:

𝑌1 (𝑓 ) −𝑌0 (𝑓 ) = 𝑋 (𝑓 )𝑍tx (𝑓 )𝐻up (𝑓 )𝑍tag (𝑓 )𝐻down
(𝑓 )𝑍rx (𝑓 ) (6)

RFID protocols use Miller or FM0 encoding, which requires at least

one transition during a bit. Thus, the twomodalities must be present

in a backscatter signal regardless of what data is backscattered from

a tag

Second, we further eliminate 𝑍rx (𝑓 ) and 𝑍tx (𝑓 ) by dividing the

above remainder by 𝑌0 (𝑓 ) as shown below:

𝜉 (𝑓 ) = 𝑌1 (𝑓 ) −𝑌0 (𝑓 )
𝑌0 (𝑓 )

=

hhhhhhh𝑋 (𝑓 )𝑍tx (𝑓 )𝑍rx (𝑓 )𝐻up (𝑓 )𝑍tag (𝑓 )𝐻down
(𝑓 )

hhhhhhh𝑋 (𝑓 )𝑍tx (𝑓 )𝑍rx (𝑓 ) (𝐻leak
(𝑓 ) +𝐻env (𝑓 ))

=
𝐻up (𝑓 )𝐻down

(𝑓 )
𝐻
leak

(𝑓 ) +𝐻env (𝑓 )
𝑍tag (𝑓 )

(7)

Clearly, the ratio removes𝑋 (𝑓 ) as well, making the �nal result irrev-

erent to the CW. The ratio cannot still completely separate 𝑍tag (𝑓 )
due to the presence of the residual variables, i.e.,𝐻up (𝑓 ),𝐻down

(𝑓 ),
𝐻
leak

(𝑓 ) and 𝐻env (𝑓 ), which are only related to the propagation

channels. Regarding these variables, we present a simple hypothesis

as follows:

Hypothesis 1. When |𝑓𝑖 − 𝑓𝑗 | ≤ 𝛿 Hz, the channel models at
frequencies of 𝑓𝑖 and 𝑓𝑗 are approximately identical if the environment
remains unchanged.

In summary, the channel models are nearly identical for two wireless
signals transmitted at very close-by frequencies under the same condi-
tions. Formally, when |𝑓𝑖 − 𝑓𝑗 | ≤ 𝛿 ,𝐻up (𝑓𝑖 ) ≈ 𝐻up (𝑓𝑗 ),𝐻down

(𝑓𝑖 ) ≈
𝐻
down

(𝑓𝑗 ), 𝐻leak
(𝑓𝑖 ) ≈ 𝐻

leak
(𝑓𝑗 ) and 𝐻evn (𝑓𝑖 ) ≈ 𝐻evn (𝑓𝑗 ). Sup-

pose we acquire the backscatter signals at frequencies 𝑓1 and 𝑓2,

then the phase di�erence caused by propagation over the same

path equals Δ𝜃 = 2𝜋𝑑 (𝑓1 − 𝑓2)/𝑐 = 2𝜋𝑑Δ𝑓 /𝑐 where 𝑐 is the speed
of light and 𝑑 is the path length. To put this into perspective, if

𝑓1 = 926 MHz, 𝑓2 = 926.001 MHz and 𝑑 = 5 m, then Δ𝑓 = 1 kHz

and Δ𝜃 = 0.0005 radians. Evidently, this phase di�erence resulted

from the di�erence of carrier frequencies is ignorable compared

with the phase shift caused by intrinsic response.

Finally, we can remove the path-related variables by dividing

the two ratios at close-by frequencies as below:

𝜂 (𝑓𝑘 ) =
𝜉 (𝑓𝑘 )
𝜉 (𝑓𝑘−1)

=
𝑌1 (𝑓𝑘 ) −𝑌0 (𝑓𝑘 )

𝑌1 (𝑓𝑘−1) −𝑌0 (𝑓𝑘−1)
· 𝑌0 (𝑓𝑘−1)

𝑌0 (𝑓𝑘 )

=

hhhhhhh𝐻up (𝑓𝑘 )𝐻down
(𝑓𝑘 )

((((((((
𝐻
leak

(𝑓𝑘 ) +𝐻env (𝑓𝑘 )
·(((((((((
𝐻
leak

(𝑓𝑘−1) +𝐻env (𝑓𝑘−1)
hhhhhhhh
𝐻up (𝑓𝑘−1)𝐻down

(𝑓𝑘−1)
·

𝑍tag (𝑓𝑘 )
𝑍tag (𝑓𝑘−1)

≈
𝑍tag (𝑓𝑘 )
𝑍tag (𝑓𝑘−1)

(8)

Rather than the exact intrinsic response at a single frequency, the

ratio 𝜂 (𝑓𝑘 ) depicts the relation of the intrinsic responses at two

adjacent frequencies. The 𝜂 (𝑓𝑘 ) is free of the reader con�guration
and of the measurement environment, shortly, it is context-free.

For instance, multi-path signals re�ected by surrounding objects

might have a�ected the performance as RF-DNA extracts hardware

imperfections by analyzing the tag’s wideband frequency response.

However, multi-path cases should not have a signi�cant impact

on the system’s accuracy with the aforementioned operation. This

merit greatly facilitates the DNA measurement in practice. Thus,
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Fig. 5: Fast Batch DNA Extraction. The whole procedure requires a tag to repeat RN16 reply for six times and involves three rounds, each of which contains

two replies. In each round, the reader repeats to sweep 100 MHz bandwidth twice exactly during the two reply window. However, the chirp is delayed by one

bit later in the second reply compared with the �rst reply. In this way, two samples in the opposite states can be acquired as shown in the left-top corner.

we rede�ne DNA chain 𝜆 using 𝜂 (𝑓𝑘 ) as follows:
𝜆 = {𝜂 (𝑓2), 𝜂 (𝑓3), 𝜂 (𝑓4), · · · , 𝜂 (𝑓𝐾 ) }

= {
𝑍tag (𝑓2)
𝑍tag (𝑓1)

,
𝑍tag (𝑓3)
𝑍tag (𝑓2)

,
𝑍tag (𝑓4)
𝑍tag (𝑓3)

· · · ,
𝑍tag (𝑓𝐾 )
𝑍tag (𝑓𝐾−1)

}
(9)

Note that 𝜂 (𝑓1) is non-existent. Ideally, we prefer 𝛿 = 1 Hz and

acquire 300 million pairs of DNA. This resolution setting requires

a higher reader con�guration and leads to heavy computations in

DNA matching. Our empirical study suggests setting 𝛿 < 1 kHz

(see more discussions in §8).

5.3 Single-Pair DNA Extraction
The next issue is how could we extract a tag’s DNA through the
current air protocol? A naive approach is to request the response

of a tag with a desired frequency 𝑓 and then separate 𝑌0 (𝑓 ) and
𝑌1 (𝑓 ) from the backscatter signal. However, the CW at out-of-band

frequency might fail to power up the tag because the energy har-

vester of the tag is designed to work at in-band frequencies. To

address the issue, a similar dual-channel solution is adopted as

proposed in [13, 14]. Fig. 6 illustrates the acquisition procedure.

Speci�cally, the reader transmits the Query related commands

through the query channel, which operates at an in-band frequency

𝑓q (e.g., 926 MHz). The query channel aims to power up the tag

and trigger it to backscatter RN16 reply. Simultaneously, the reader

transmits another single-tone CW through the probing channel.
The probing channel is to acquire the tag’s response at an arbitrary

frequency 𝑓𝑘 . In this way, the tag backscatters its RN16 reply at

two frequencies simultaneously. After receiving an RN16 reply,

the reader �lters out two signals at the two frequencies, denoted

by RN16@𝑓𝑞 and RN16@𝑓𝑘 . Then, the reader decodes the bits

using RN16@𝑓𝑞 . Based on the decoding results, the reader can clas-

sify the samples from RN16@𝑓𝑘 into two clusters, namely, 𝑌0 (𝑓𝑘 )
and 𝑌1 (𝑓𝑘 ). Surely, EPC replies can be also used for this end; and

collisions should be discarded.

5.4 Fast Batch DNA Extraction
Our ultimate goal is to obtain a sequence of DNA from 800 MHz to

1100MHz. A 500Hz resolution requires performing 300 MHz/500 Hz =
600, 000 times DNA extractions from a single tag, which tends to

cost a long time to acquire a complete DNA chain. To address this

issue, we propose the chirp-based batch DNA extraction approach.

Speci�cally, the reader transmits a chirp based CW in the probing

Select Query RN16CW

RN16

CW

CW

Query 
Channel

Probing 
Channel

RN
16
@f

q

RN
16
@f

kReader

Tag CW

Fig. 6: Single-pair DNA extraction. Two channels, namely, query and

probing channels exist. The query channel at in-band frequency 𝑓𝑞 is to

power up the tag and trigger it to backscatter RN16 reply. The probing

channel aims to acquire the reply at the frequency 𝑓𝑘 .

channel. If the chirp is swept from 800 MHz to 1100 MHz, each

sample received by the reader through the probing channel is a

response at a di�erent frequency, allowing us to acquire a complete

DNA chain within a single RN16 reply.

However, we face practical issues: �rst, constrained on the capa-

bilities of our underlying RF daughter board, we are only allowed

to sweep 100 MHz bandwidth at a time. Thus, we must launch three

rounds to sweep the whole 300 MHz, that is, sweeping 800-900

MHz in the �rst round, 900-1000 MHz and 1000-1100 MHz in the

second and third round. Second, each sample is a measurement of

the response at a di�erent frequency, thus either 𝑌1 (𝑓 ) or 𝑌0 (𝑓 ) but
we need both to compute 𝜉 (𝑓 ). To address this issue, we request

the RN16 reply twice in each round. Unlike the �rst reply, the start

of the chirp is postponed for one bit in the second reply. Fig. 5 illus-

trates the entire extraction procedure. The reader requests a tag to

repeatedly backscatter its RN16 for six times through broadcasting

Select plus Query commands in the query channel. The whole

procedure is divided into three rounds. Each round contains two

RN16 replies. In the 1st reply, the chirp is started from the �rst bit

of the pilot-tone, which is a part of the preamble and composed of

136×2 alternatively appeared bit ones and bit zeros. In the 2nd reply,
the chirp starts from the second bit, namely, the start of chirp is

postponed for one bit in the 2nd reply than the 1st reply. As shown

in the top-left corner, by comparing the two replies, we can acquire

a pair of samples at the same frequency, which are in opposite states

(i.e., 𝑌1 (𝑓 ) and 𝑌0 (𝑓 )), and then use them to compute 𝜉 (𝑓 ).
Suppose the BLF is set to 40 kHz, each bit lasts 12.5 𝜇𝑠 and the

total length of the pilot-tone is 136 × 2 × 12.5 = 3.4 ms, resulting

in about 3.4 × 6 + 100 = 120.4 ms time cost totally (100 ms for

other cost). When adopting 100 MHz IQ sampling rate, we can then

acquire 3.4 ms× 100 MHz = 340, 000 samples totally from the pilot-

tone. Given a 100 MHz sweeping bandwidth, each two adjacent

samples are spaced 100 MHz/340, 000 ≈ 300 Hz. Assuming that
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time cost remains the same for acquisition in a 500Hz-resolution

condition mentioned at the beginning of this section, 600, 000 times

query processes cost 600000∗2∗ (0.0167+0.0034)/3600 ≈ 6.7 hours.

Therefore, our approach can reduce the acquisition time from 6.7

hours to about 120.4 ms on extracting a complete DNA chain from

a tag. Even if RFID scanners with poor frequency sweep function

can not scan that fast, just like the USRP with an underperforming

PC, collecting features with 10MHz is an acceptable choice cost

only 1 second. In exchange, the size of an RF-DNA is shrunk to

300 MHz/300 Hz = 1 M.

6 DNA Matching
In this section, we discuss how we can use RF-DNA to �nd out a

tag out of a DNA database that stores DNA sequences of tags of

interest. This procedure is called DNA matching.

6.1 Preprocessing
Before diving into the details of matching algorithm, we should

preprocess two practical issues.

6.1.1 Pre 1: Resolution Alignment
Given the limited sampling capability, the on-site reader may be

incapable of acquiring the high-resolution RF-DNA as those stored

in database, leading to the resolution misalignment. For example,

given the following two DNA chains, which are stored in the data-

base (denoted by 𝜆𝑑 ) and acquired on the spot (denoted by 𝜆𝑠 ) :{
𝜆𝑑 = {𝜂𝑑 (𝑓2), 𝜂𝑑 (𝑓3), 𝜂𝑑 (𝑓4), 𝜂𝑑 (𝑓5), 𝜂𝑑 (𝑓6) . . . }
𝜆𝑠 = { × , 𝜂𝑠 (𝑓3), × , 𝜂𝑠 (𝑓5), × , . . . }

(10)

where × means the DNA loss at the non-sampled frequencies. Sup-

pose the resolutions of 𝜆𝑑 and 𝜆𝑠 are 1 Hz and 2 Hz, respectively.

Evidently, the two chains di�er in size. We can simply resize 𝜆𝑠
by �lling with zeros at the missing frequencies. Recall that DNA

𝜂 (𝑓𝑘 ) is rede�ned as the relation of the intrinsic responses at two

adjacent frequencies (see Eqn. 8), thus 𝜆𝑑 and 𝜆𝑠 are inconsistent in

the calculation. To be more speci�c, 𝜂𝑑 (𝑓𝑘 ) and 𝜂𝑠 (𝑓𝑘 ) are de�ned
as:

𝜂𝑑 (𝑓𝑘 ) =
𝑍tag (𝑓𝑘 )
𝑍tag (𝑓𝑘−1)

and 𝜂𝑠 (𝑓𝑘 ) =
𝑍tag (𝑓𝑘 )
𝑍tag (𝑓𝑘−2)

(11)

Clearly, 𝜂𝑑 (𝑓𝑘 ) ≠ 𝜂𝑠 (𝑓𝑘 ) even if two DNA chains are acquired from

the same tag because the denominators are di�erent. Thus, before

making the comparison, the resolution of a DNA chain stored in

database should be downgraded to align with the on-site DNA

chain. Generally, if the resolution of 𝜆𝑑 is𝑚-fold than 𝜆𝑠 , we can

downgrade the resolution of 𝜆𝑑 to align with 𝜆𝑠 as follows:

𝜂′
𝑑
(𝑓𝑘 ) =

𝑍tag (𝑓𝑘 )
𝑍tag (𝑓𝑘−𝑚) =

𝑍tag (𝑓𝑘 )
𝑍tag (𝑓𝑘−1)

·
𝑍tag (𝑓𝑘−1)
𝑍tag (𝑓𝑘−2)

· · · · ·
𝑍tag (𝑓𝑘−𝑚+1)
𝑍tag (𝑓𝑘−𝑚)

= 𝜂𝑑 (𝑓𝑘 ) · 𝜂𝑑 (𝑓𝑘−1) · · · · · 𝜂𝑑 (𝑓𝑚+1)
(12)

where 𝜂𝑑 (𝑓𝑘 ) and 𝜂 ′𝑑 (𝑓𝑘 ) denote the original item and its down-

graded version respectively. The downgrading is done by aggregat-

ing the original𝑚 adjacent items with multiplication. Replacing

Eqn. 12 into Eqn. 10, we obtain two new DNA chains consistent in

calculation and dimension for the subsequent matching:{
𝜆′
𝑑
= {0, 𝜂𝑑 (𝑓3)𝜂𝑑 (𝑓2), 0, 𝜂𝑑 (𝑓5)𝜂𝑑 (𝑓4), 0, 𝜂d (𝑓7)𝜂d (𝑓6), . . . }

𝜆𝑠 = {0, 𝜂𝑠 (𝑓3), 0, 𝜂𝑠 (𝑓5), 0, 𝜂𝑠 (𝑓7), . . . }
(13)

Fig. 7: DNA sequencing. The above ten stripes shows the DNA sequences

of the ten tags shown in Fig. 1. Each stripe is repeated vertically for better

visualization.

6.1.2 Pre 2: DNA Sequencing
To facilitate the DNA processing with DNN technique, which is

well-established in processing images, we convert a DNA chain

into a 1D image called DNA sequence. This preprocessing is corre-
spondingly called sequencing. Formally, the value of the 𝑘𝑡ℎ pixel

equals HSV( |𝐼 (𝜂 (𝑓𝑘 )) |, |𝑄 (𝜂 (𝑓𝑘 )) |, 1) where HSV(·) represents the
color model. Fig. 7 shows the sequencing results of the ten DNA

chains shown in Fig. 1. In terms of the features, a DNA chain and a

DNA sequence are equivalent. To improve the network e�ciency,

we further divide a DNA sequence into 1000 segments uniformly

and merge them into a 2D image with 1000 × 1000 pixels since the

convolution neural network (CNN, a type of DNN) is much more

e�cient in processing 2D images.

6.2 DNA Matching with Neural Networks
The naive solution for DNAmatching is to compare the similarity of

RF-DNA between the candidate RF-DNA chosen from the database

and the test RF-DNA acquired on the spot using the Euclidean

distance. The RF-DNA stored in the database are acquired perfectly,

but the on-site RF-DNAmight be distorted, skewed or even partially

ruined for three reasons. (1) DNA Mutation. Our context-free
DNA extraction can eliminate the relatively long-term ambient

interference but cannot defend against the instant interference

that lasts less than one bit. In addition, the multipath e�ect might

distort the DNA chains due to the superimposed propagation. Both

cases will introduce some random DNA mutations (i.e., distorted

DNA values). (2) DNA Loss. The reader sometimes su�ers from

acquisition failures due to the frequency-selective “black hole” on

which the tag’s backscatter signals cannot be received on account

of the destructive superimposing, resulting in DNA losses at some

frequencies. (3) DNA Shifting. This on-site reader is certainly not
synchronized to the reader employed for building DNA database,

which results in the carrier frequency o�set and corresponding

DNA shiftings between the candidate and test RF-DNA instances.

Clearly, the traditional Euclidean distance based algorithm fails to

deal with these complex situations.

Instead, we resort to DNN, which has shown signi�cant power in

object classi�cation and similarity matching like face and signature

recognition [30, 31]. Particularly, convolutional neural network

(CNN, a classical DNN) is known for discovering the inherent and

hidden features robust to the ambient interference, skews and dis-

tortions in images. Because of such task comparability, we mainly

adopt CNNs for our problem. Speci�cally, we propose a two-phase

matching algorithm, which takes the inter-family recognition task

and then takes the intra-family recognition task in the two phases

accordingly. The DNN architecture is shown in Fig. 8.
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Fig. 9: Genomemapping among inter-family and intra-family DNA
chains. (a) shows the DNA chains of ten tags from di�erent models; (b)

shows the DNA chains of ten tags from the same model.

The intuition behind the two-phase design is from the compari-

son of genome mapping diagram shown in Fig. 9. Genome mapping

diagrams are widely adopted in biology for exploring the similarity

among di�erent species. Here, we employ it to show the dissimilar-

ity among di�erent tags because we mean to distinguish two tags

using their DNA chains. In a chord diagram, ten DNA chains are

arranged in a circle where each chain is further uniformly divided

into 30 segments called genomes. A line inside the circle connects

the most dissimilar genomes between two DNA chains. The dis-

similarity is computed as the farthest Euclidean distance of two

genomes. Fig. 9(a) and Fig. 9(b) plots the connections of ten tags

from di�erent models and from the same model respectively. It is

easy to �ndmany dissimilarity connections in Fig. 9(a) but quite less

connections in Fig. 9(b). This demonstrates that the task for family

classi�cation is relatively simple, but a �ne-grained approach is

expected to discriminate tags of the same models. Therefore, in the

�rst phase, we use a CNN network to classify a tag into a model

based family. In the second phase, we use a siamese network to

discriminate two tags from the same family.

6.2.1 Phase I: Inter-Family Classi�cation
In the �rst phase, we use a RestNet-50 network (a type of CNN) [32]

followed by a three-layer fully connected network (FCN) to classify

a DNA sequence into a model-based group called family, in which

all tags are of the same model (e.g., ImpinJ ER62 and Alien 9962).

The classi�cation is inspired by the insight that tags of the same

models are assembled using same components and fabricated by a

same pipeline, thereby showing extremely similar �ngerprints as

children from the same family, which shows 90% above similarity in

biological DNAs. The main purpose of the RestNet-50 is to extract

a hidden and compressed feature with 2048 elements from a DNA

sequence. The FCN is used to classify a tag into a family using the

hidden feature. The network accepts the invariant of DNA sequence

and outputs its family indicator. The whole network is optimized

by minimizing the following cross entropy loss function:

argmin

Θ
− 1

𝑁

∑
𝜆∈Δ

𝑀∑
𝑐=1

𝐵 (𝜆, 𝑐) · log(ℎ1 (𝜆, 𝑐 ;Θ)) (14)

where Δ is the training set and |Δ| = 𝑁 . The 𝐵(𝜆, 𝑐) is a binary

function where one and zero represent that 𝜆 is acquired from a tag

of family 𝑐 or not. The ℎ1 (𝜆, 𝑐;Θ) denotes the network where Θ is

the network parameters and the output is the probability that the 𝜆

is acquired from a tag of family 𝑐 . The𝑀 is the number of families.

For example, our dataset contains ten models of tags (Table 2) thus

the network can classify a tag into one of the ten families (i.e.,

𝑀 = 10).

One may argue that why not train a network that can classify

tags into single-tag groups such that the network can output a

tag’s ID directly? This solution is indeed used in some applications

when the number of items is limited, because the network must

be re-trained once a new item is added into the database. Clearly,

we face thousands of and even millions of tags, so the solution is

unscalable for us.

6.2.2 Phase II: Intra-Family Recognition
The second phase is to discriminate a tag from others in the same

family. To this end, we adopt the popular neural network called

siamese network which aims to compute the similarity of two inputs.

A siamese neural network is a class of neural network architectures

that contain two identical twin subnetworks, which share the same

weights, but take distinct DNA sequences as inputs. The right of

Fig. 8 shows the architecture of our Siamese neural network. Specif-

ically, the two twin subnetworks are established using a shared

ResNet-50. The parameters between the twin subnetworks are tied,

which guarantees that two extremely similar DNA sequences are
mapped by each subnetwork to a close distance and di�erent DNA are
mapped to a far distance in feature space. The Euclidean distance of

the two features extracted from the two ResNet-50 subnetworks is

computed as the similarity of the two input DNA sequences. Given

a test DNA sequence, it is recognized as the candidate tag which

has the highest similarity among all tags from the same family.
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Fig. 10: Illustration of the experimental setup

We train a siamese network for each a single family. Suppose

there are 𝑁 tags in the current family, their DNA sequences are

denoted by {𝜆1, 𝜆2, . . . , 𝜆𝑁 }. The whole network is optimized by

minimizing the contrastive loss function L(·) [33]:
argmin

Θ

∑
𝜆𝑖 ,𝜆𝑗 ∈Δ

L(ℎ2 (𝜆𝑖 , 𝜆𝑗 ;Θ), 𝐵 (𝜆𝑖 , 𝜆𝑗 )) (15)

where Θ and Δ denotes the network parameters and the training

set, respectively. The ℎ2 (·) denotes the network, which computes

the similarity of two inputs. The 𝐵(·) is a binary function where one
and zero represent that the two DNA sequences are acquired from a

same tag or not. Clearly,𝑁 (𝑁−1)/2 pairs of negative samples can be

obtained (i.e., their similarity is zero). Meanwhile, positive samples

(i.e., their similarity is one) are created using the multiple RF-DNA

instances acquired from the same tag. Some variants are generated

by randomly deleting, changing, or shifting a few percent of DNAs

(i.e., 1% ∼ 20%) to emulate practical challenges mentioned above.

In our dataset, each family contains 1000 ∼ 2000 tags, resulting in

up to one million pairs of training pairs. To deal with this issue,

we randomly choose 100k pairs for the training. Since the Siamese

network uses the concept of one-shot learning and takes pairs as

input for training [34], the amount of data required for training is

much smaller than traditional convolutional neural networks for

classi�cation tasks.

7 Implementation
We implemented an automatic DNA acquisition system (ADAS) and

collected RF-DNA instances from a total of 16,000 COTS tags. The

experimental settings and the data collection details are described

below:

•DNAAcquisition. Fig. 10(a) shows the ADAS deployed in our

lab room. The tags are rolled up in a tape reel and moved to a take-

up reel. We used a microchip to control the rolling of the tape reel.

In each time, about ten tags are fully scanned by antennas between

two reels. As mentioned earlier, two channels exist, namely, the

probing and query channels. The probing channel is built with an

Ettus USRP (i.e., X310) and a pair of log-periodic antennas, which are

used to transmit and receive chirp signals respectively.
2
The query

channel is built with another USRP and three directional antennas,

among which two antennas are to transmit the single-tone CW at

926 MHz and the remaining antenna is to receive the backscatter

signal. To be compliant with the RF power regulation [37], the

2
For convenience, we use the USRP to implement the prototype of RF-DNA in our

lab. While, both probing and query channels can be implemented with customized RF

devices at a low cost. For example, a commercial RFID reader for query channel only

costs 300 USD [35] and an RF sweep signal source generator for probing channel only

costs 150 USD [36].

transmitting power of the query channel is 30 dBm, and that of the

probing channel is -15 dBm. One of the two transmitting antennas

in query channel acts a backup in case that the tag is failed to be

powered up from one angle. To avoid tag collision, the proposed

fast batch DNA extraction uses the select command to assign only

one tag for one collection slot. Only the tags between two reels are

selected to reply RN16. The collecting time is linearly proportional

to the scale of tags. One might wonder if tags su�er from the coupling
e�ect in such dense deployment condition. The answer is a�rmative.

However, it does not a�ect our measurement. The coupling e�ect

causes the backscatter signal to be multiplied by a coe�cient. As

indicated in Eqn. 8, this common coe�cient can be eliminated from

the division. Thus, our context-free DNA pro�ling approach is also

free of coupling e�ect.

• Dataset. We successfully collect RF-DNAs from 16,000 COTS

tags using the customized ADAS. To balance the number of tags

from di�erent manufacturers, the total number of Alien and NXP

tags remains 5000. In addition, 1000 and 2000 are of the same order

of magnitude and we believe this scale of datasets could closely

or even equally evaluate the performance for a speci�c model.

The pictures of the tags are shown in Fig. 10(b) and the detailed

information is listed in Table 2. These tags are the most common

COTS tags on the market that we can buy. Brie�y, the dataset

covers six di�erent IC models from the three manufacturers and

ten di�erent antenna designs. Their size varies from 70 × 15𝑚𝑚

to 73.5 × 20.2𝑚𝑚. We collected about 10 TB raw I/Q data with 10

M/s sampling rate. To test the robustness of RF-DNA, we acquired

10 RF-DNA instances from each tag in ten di�erent environment

settings. Thus, 160, 000 instances were acquired from the 16,000

tags, among which 80% instances are used for the DNN training and

the remaining 20% are for the testing. This dataset will be released

in our website as open dataset.

• Deep Learning. We use PyTorch framework to develop the

CNN and run it on a machine with an AMD 5900x (4.9 GHz) pro-

cessor, 64 GB RAM and NVIDIA 2080Ti GPU. We adopt the top-

performing CNN model in computer vision called ResNet-50. The

detailed con�guration can be found in [32]. The Stochastic Gradient

Descent (SGD) optimizer with learning rate of 10
−5
. The training

well converges after 500 training epochs. The processing time of

each DNA sequence is 0.006 s. The networks for inter-family classi-

�cation are trained about 24 hours. Each siamese network is trained

for about 20 hours in our settings. To further save the training time,

one can use more GPU cards to train in parallel or use some pre-

training policies to reduce the total training time when training the

model for new cases.

Table 2: Collected Tags

# MFR. IC Model Size(𝑚𝑚2) . AMT.

M1 Monza 4QT H47 50 × 50 2000

M2 Impinj Monza R6 ER62 74 × 18 2000

M3 Monza R6 AZ-H63 49 × 114 2000

M4 Higgs 3 9662 70 × 17 1000

M5 Alien Higgs 3 9640 94.8 × 8.25 2000

M6 Higgs 3 9654 93 × 19 1000

M7 Higgs 9 9962 73.5 × 20.2 1000

M8 Ucode8 U9627 96 × 27 2000

M9 NXP UR108 U7015 70 × 15 2000

M10 Ucode7 U5030 50 × 30 1000
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Fig. 11: Confusion Matrix of Inter-family Classi�cation

8 Evaluation
In this section, we �rstly demonstrate the matching accuracy of

physical-layer identi�cation using RF-DNA, which is evaluated in

terms of inter-family classi�cation (Phase I), inter-family recogni-

tion (Phase II) and overall identity veri�cation (Phase I+Phase II),

respectively. Then, we discuss the performance of the context-free

pro�ling.

8.1 Inter-Family Classi�cation Accuracy
Firstly, we seek to determine whether our �ngerprints can be used

to correctly classify a group of tags with the same model into a

class called family (i.e., performance of Phase I). For this objective,

we randomly pick up 1,000 RF-DNA instances per family from the

test set. A total of 10,000 tags are input into the trained inter-family

classi�er (see Fig. 8). The resulting confusion matrix is plotted in

Fig. 11. In the �gure, the rows correspond to the predicted class

(output family) and the columns correspond to the true class (Target

family). The diagonal cells are the correctly classi�ed results, while

the o�-diagonal cells are the incorrectly classi�ed results. From

the confusion matrix, we derive the following �ndings: (1) the
column on the far right of the matrix shows the precision and false

discovery rate (FDR), respectively. The precision (or FDR) is de�ned

as the percentage of all the results predicted for each family that

is correctly (or incorrectly) classi�ed. We achieve 100% precision

for the four families (M1, M5, M6, and M9). The lowest precision of

95% is observed for M10 because 48 tags from M8 are incorrectly

predicated to be from M10. This relatively low precision results

from the fact that both M8 and M10 tags are fabricated by NXP and

they adopt a similar hardware con�guration and antenna design.

Nevertheless, the overall mean precision reaches up to 98.4%. (2)
the row at the bottom of the matrix shows the true positive rate

(TPR, i.e., recall) and false negative rate (FNR), respectively. TPR (or

FNR) refers to the percentage of all results belonging to each family

that is correctly (or incorrectly) classi�ed. We achieve 100% recall

for six families (M1-2, M5-7, M9). That is, 6, 000 tags are correctly

classi�ed into their own families. The minimal recall (i.e., 93.7%)

also occurs for M8 because of the 48 false negatives of M8. The

recalls are above 96% in the other cases. (3) the precision values

increase to 98.9%, 99.13%, and 97.07% if the classi�cation is based on

manufacturers (i.e., Impinj, Alien, and NXP). This �nding suggests

that the tags fabricated by di�erent manufacturers are actually

more distinguishable than their models.

8.2 Intra-Family Recognition Accuracy
Next, we evaluate the individual recognition accuracy inside a fam-

ily (i.e., performance of Phase II) by temporarily ignoring the impact

of the inter-family classi�cation accuracy temporarily . To this end,

we randomly choose 100 RF-DNA instances from each family. For

each tag, we use its family’s siamese network to determine the

candidate tag whose RF-DNA has the highest and above-threshold

similarity to the input RF-DNA. The result is positive if the tag is

correctly found out; otherwise, it is negative. For each in-family

test, we repeat 100 trials and report the TPR (i.e., percentage of

positives). The accuracy results as a function of family are plotted

in Fig. 12. In sum, we can achieve an overall TPR of 95.98% with

an std of 1% across the 10 families; such TPR is nearly the same

TPR as that of inter-family classi�cation (i.e., 96%). As the Siamese

network �nds out the target out of a candidate set, its accuracy

should be in�uenced by the set size to a certain extent. In the �gure,

the families including 2,000 tags (or 1,000 tags) are highlighted in

dark blue (or dark red). We can clearly observe 1%−3% higher TPRs

in the small-sized families than in the large-sized ones. The mean

TPRs by manufacturer are 95.09%, 96.64% and 95.96%, and they do

not show any notable di�erence. In summary, discriminating an

individual tag from a set of tags by using RF-DNA is a completely

reliable approach.

8.3 Overall Matching Accuracy
Next, we evaluate the overall matching accuracy of our approach

(i.e., performance of Phase I + Phase II). In the experiment, we

randomly choose 20,000 RF-DNA instances without knowing their

family and then use the two-phase matching algorithm to identify

them out of 16,000 tags. The accuracy is reported using the TPR.

Fig. 14 shows the comparison of the results of our approach and

those of state-of-the-art methods. Speci�cally, the grouping TPR

indicates the accuracy of grouping tags based on their models. The

overall TPR refers to the accuracy of identifying an individual tag

out of all tags. From the �gure, we obtain the following �ndings:

• State-of-the-art approaches: (1) ETH: This �ngerprinting
approach was introduced by the researchers from ETH [8], which

proposed to use the PSD plus TIE as a combined �ngerprint, as

elaborated in §2. They studied the performance of this combined

�ngerprint across 200 tags and reported a mean TPR of 98.7%. How-

ever, we would �nd that its accuracy sharply drops to 26.08% across

16,000 tags. This result is perfectly aligned with the average tolerance
range of 21.24% de�ned in the Gen2 protocol [11]. Thus, ETH is not

a good solution when dealing with more than thousands of tags. (2)

GenePrint: This approach uses the correlation between two tags’

RN16 preambles as the �ngerprint [9]. The correlation di�erence is

caused by the TIE, and thus, the approach is essentially a �ngerprint

extended from TIE. GenePrint o�ers 30% accuracy improvement

to ETH regarding the overall accuracy. (3) TagPrint: This approach
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uses the phase diversity as a �ngerprint [10], which is a half feature

of our DNA. Our �ngerprint not only considers the power but also

the phase. TagPrint achieves 30.77% and 24.93% TPR in the two cases.

(4) Eingerprint: Unlike other RF based �ngerprints, this approach

uses the uniqueness in discharging of IC as a �ngerprint [12]. The

work can achieve 77.8% TPR in identifying an individual tag, but is

less able to group tags based on models (i.e., 35% TPR). The perfor-

mance of Eingerprint seems attractive. Unfortunately, it requires to

take about one minute to collect the �ngerprint from every single

tag. Such e�ciency is nearly unacceptable in practice.

• RF-DNA: Finally, we report the accuracy of our �ngerprint.

(1) Eu-DNA. For comparison, we also use the Euclidean distance to

compare the similarity of two RF-DNAs without the help of DNN.

Speci�cally, we �rstly use k-means to compute the center of ten

clusters and the tag is grouped into the nearest cluster. Then the

tag is found out by comparing the input RF-DNA with all candidate

tags’ RF-DNAs. As a result, this approach can achieve 77.44% and

72.61% accuracy in the two tasks. It outperforms the �rst three

types of �ngerprints by 46.53%, 16.43% and 47.68% respectively in

terms of the overall accuracy. (2) DNN-DNA. After introducing

DNN to the matching problem, the accuracy are further improved

to 98.4% and 95.98% for two tasks respectively, which increases 21%

and 23% on the basis of Eu-DNA thanks to the recent advances of

DNN. In summary, regardless of the grouping task or individual

recognition task, DNN-DNA demonstrates the great advantage in

the accuracy and e�ciency than the previously proposed �nger-

prints. Such merits mainly attribute to the out-of-band response

features and the power AI in class�cation task.

8.4 Impact of the Resolution
We formulate a hypothesis about resolution in DNA pro�ling. To

verify this hypothesis, we compare the dissimilarities of the RF-

DNAs acquired with di�erent resolutions. Speci�cally, we �rst

acquire the highest-resolution (i.e., 1 Hz) RF-DNA as a baseline

denoted by 𝜆1, and then acquire the other-resolution RF-DNA de-

noted by 𝜆𝑚 , where𝑚 is the resolution. During the experiment, the

environment remains unchanged. The dissimilarity is de�ned as

| (𝜆𝑚 − 𝜆1)/𝜆1 |, which suggests the percentage of 𝜆𝑚 that is di�er-

ent from 𝜆1. When computing the similarity, the resolution of 𝜆1

must be downgraded based on Eqn. 12. The dissimilarity is plotted

in Fig. 13. As desired, the dissimilarity is lower than 0.2% even if the

resolution is increased to 1 kHz. The result veri�es the hypothesis.

8.5 Impact of Bandwidth
We emphasize that the uniqueness of RF-DNA mainly lies in the

intrinsic responses at out-of-band frequencies. Thus, we aim to

test the impact of bandwidth. To do so, we test the accuracy as a

function of bandwidth in terms of the inter-family classi�cation and

intra-family recognition tasks. We collect the RF-DNA instances in

the four sub-bands: EU (865–868 MHz), CN (840–845 MHz, 920–925

MHz), US (902–928 MHz), 875–925 MHz (50 M), and 860–960 MHz

(100 M). The �rst three bands are adopted by Europe, China, and

the US while the last two cover the bands regulated in other coun-

tries and regions. The results are plotted in Fig. 15. As desired, the

accuracy is clearly increased as the bandwidth increases because

many DNA features are expressed in a wider bandwidth. Interest-

ingly, 23 M bandwidth is su�cient to achieve at least 93.07% TPR

in the inter-family classi�cation task. This result recon�rms our

observation (see Fig. 9) that the family feature is much more evident

than the individual feature. The overall accuracy is limited to 75%

if only in-band DNA pairs are employed. In other words, the 250

M out-of-band feature can o�er nearly 20% contributions to the

overall accuracy. This result demonstrates again that the out-of-

band �ngerprints better depict individual tags than the in-band

�ngerprints.

8.6 Tolerance on DNA Imperfections
Finally, we evaluate the tolerance of our matching algorithm to

DNA imperfections, including mutations, loss, and shifting. We

randomly change and delete 1% ∼ 50% DNA pairs. Considering

the common ±2.5 ppm clock drift and 1 GHz carrier frequency, we

can observe a maximum of 2.5 kHz shifting in a DNA chain. Thus,

we circularly shift RF-DNA by 1 ∼ 50% × 2.5 kHz. We plot the

accuracy as a function of the percentage of DNA imperfection in

Fig. 16. DNN has strong tolerance in the case of shifting. However,

it can only tolerate 20% and 5% mutations and loss to maintain

an accuracy of over 90%. This feature is because the DNA loss is

equivalent to decreasing the acquisition bandwidth.
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8.7 Impact of Substrate
In real-life scenarios, tags will be attached to objects and backing

materials will alter the tag’s impedance by coupling with it. In this

experiment, we evaluate the impact of the substrate. Five common

items are chosen, including acrylic, polypropylene (PP), glass cup,

book and a wood board. For each case, 50 objects attached with tags

are tested. Fig.17 shows the results where tags in default settings at-

tached to paper tape is denoted as ‘Air’. TPRs for each substrate are

100%, 99.32%, 91.39%, 90.9%, 99.25%, 92.22%, and the standard devia-

tion is 4.42%. The identi�cation accuracy for PP, glass and wood is

lower than the others. This is mainly because the dielectric constant

permittivity of these materials is higher than the others [38–40]

and they have a greater coupling e�ect on tag’s frequency response.

8.8 Impact of Context Settings
Next, we discuss the impact of the acquisition context settings

including the tag orientation, distance, reader con�guration, sam-

pling rate, the multiple-path e�ect and the long-term persistence.

To this end, we list nine di�erent context combinations, i.e., C0-C9,

in Fig 18. Taking C0 as a default setting, other combinations reveal

possible impacts for di�erent factors. For each setting, we randomly

choose 50 tags to obtain their RF-DNA instances. Then, we compute

the mean overall accuracy indicated by the TPR using the trained

matching networks. We have the following �nds:

Distance: C0-C3 shows the e�ects of distance. As we discussed
before, the probing channel transmitting power is far below the

query channel. Due to the USRP’s poor noise control, the SNR of the

received probing signal beyond 0.5 m is lower than the requirements

of the accurate frequency response acquisition. Hence, we only test

our system in a range of up to 0.5m. As shown in Fig. 18, an apparent

drop could be easily observed between C1 (TPR 100%), C2 (TPR

90.4%) and C3 (TPR 87.2%). This indicates that the ultra wideband

hardware �ngerprint is sensitive to SNR. To enlarge the operating

range, one can boost the received SNR by using an external low-

noise ampli�er (LNA) on the receiver channel [24].

Orientation:C0, C4 and C5 are groups set up for the e�ect of the
orientation of tag, including vertical, horizontal and one in between

(45
◦
). TPRs for three cases are 100%, 99.6% and 91.0%. In theory, our

approach is orientation-insensitive. This is because the impact of the

orientation can be modeled as a frequency independent coe�cient

on the whole �ngerprint, which can also be eliminated from Eqn. 8.

The loss of accuracy for di�erent orientations in experiments is

mainly due to the attenuation of signal strength. Here we use the

Impinj H47 tags with the dual linear polarized antenna, which has

poor gain in the 45
◦
direction. Therefore, the TPR in this direction

is lower than the others.

Equipment: C6 changes reader B from reader A in C0 as the

receiver equipment to evaluate the e�ect of frequency response in

di�erent devices. Performance of this setting veri�es the perfor-

mance of step denoted as Equ.7 that remove 𝑍𝑡𝑥 and 𝑍𝑟𝑥 caused by

transmission devices. TPR equals 98.1% which shows an acceptable

decline.

Sampling rate: For a USRP reader, a higher sample rate means

wider one-shot sweeping bandwidth and can e�ectively increase

the acquisition speed. To evaluate how the sample rate impacts

the identi�cation accuracy, we increase the sampling rate to the

1
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# Orient. Dist. RX SR. MP. LT. Accuracy

C0 0.1m A 10M N N
C1 0.2m A 10M N N
C2 0.3m A 10M N N
C3 0.5m A 10M N N
C4 0.1m A 10M N N
C5 0.1m A 10M N N
C6 0.1m B 10M N N
C7 0.1m A 25M N N
C8 0.1m A 10M Y N
C9 0.1m A 10M N Y

1

100%
90.4%

99.6%
98.1%
94.6%
96.0%

100%

87.2%
91.0%

100%

Fig. 18: Impact of Context

maximum, 25 MS/s. While, compared with 10 MS/s, the TPR for 25

MS/s drops 5.4%. This is because higher frequency bandwidth also

brings in a higher level of background noise. One shall balance the

acquisition speed and the accuracy by adjusting the sampling rate

in practical application.

Multipath:Multipath e�ect makes the background frequency

response complicated andmight interfere with the DNA acquisition.

To evaluate how well our system resists the multipath, we create

a multipath environment by adding two re�ecting metal objects

around the tags. TPR in this setting is 96%, which indicates our

context-free extraction can e�ectively eliminate the environment

scattering.

Persistence: Sampling time of con�guration C9 is 24 hours after

sampling data of C0 to verify time persistence. Without changing

the environment and RFID tag itself, frequency response should be

consistent. TPR remains 100% to support the point.

In short, the mean TPR for all nine di�erent settings is 95.69%

and the standard deviation is 4.71% apart from C2 and C3. This

shows that our DNA pro�ling is indeed context-free and robust.

While, the working distance is limited in the current hardware

setting, which still requires further improvement.

9 Conclusion
The study on RF-DNA creates a new perspective on the backscatter

device security through the exploration of abundant out-of-band RF

hardware information. This work �rst attempts to build a clear and

informative genetic map for an RFID tag with a low-cost wireless

measurement. By mining the vast amount of information contained

in the genetic map, we demonstrate that RF-DNA can support the

accurate physical-layer identi�cation of over 10,000 tags.We believe

that RF-DNA will inspire plenty of new applications in wireless

ecosystems. RF-DNA also leaves room for further investigations,

including enlarging the working range and increasing the training

e�ciency.
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